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Tuesday released the second version of its security updates for its Unified Threat Management (UTM) portfolio, which it says
combines firewalls, VPN concentrators, web application firewalls, and intrusion prevention to provide comprehensive security

for users and companies across the entire network. The newest version, Cisco UTM 10.1, contains more than 100 security fixes.
The most notable of them is support for Microsoft Office 2013, which has recently been disclosed as being prone to a Remote
Code Execution vulnerability. If a user opens up or prints to an Office file that is vulnerable, an attacker can execute code on
the affected machine. The vulnerability, which was announced on Aug. 31, is currently being exploited in the wild. "A remote

code execution vulnerability in Microsoft Office 2013 could allow an attacker to execute arbitrary code on the affected system.
The vulnerability is due to insufficient input validation in the Object Repository. An attacker could exploit this vulnerability by

tricking the user into opening a document, document library, mail item, email, or calendar item that is affected. An attacker
could then execute arbitrary code on the affected system," Cisco says. Another user-facing issue fixed in the latest release is the

behavior of remote IP addresses when gateway address resolution is disabled. During normal operation, a user only needs to
enter a remote IP address, such as the IP address of a web server, an application server, a database, a file server, or a print

server. When gateway address resolution is disabled, users can enter any IP address to access a resource. "Cisco UTM allows for
the remote configuration of gateway address resolution settings. It is critical to understand that when gateway address resolution
is disabled, anyone can perform network address translation (NAT) masquerading attacks on the Internet," the company says.
"When gateway address resolution is disabled, the NAT behavior of the client is preserved if the IP address of the client was

allowed to be translated in the same way that the IP address of the target is translated on the Internet f30f4ceada
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